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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018 2


https://support.industry.siemens.com/
https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity

© Siemens AG 2018 All rights reserved

Table of contents

Table of

Legal
1

Smart Alarm Hiding
Entry ID: 55699984

contents

INFOIMALION 1t s st e e e 2
] 4 oo [UYox 110 ] o WP SUPPPPPPPPPN 4
1.1 OVBIVIEW..... ittt ettt sttt et e e sttt e e st e e s nnae e e e s nateeesnnareee s 4
1.2 Principle of Operation.........cccccoiiiciiiiiiie e 4
1.3 (070] 9] o o] 0 1=1 0] EJRU £=Y=To [N PSSR 6
= 1S oS PP PPRRRPR 7
2.1 Important alarm iNAICAOrS..........uuvivieeiiiiiieecee e 7
2.2 SUpPression of AlarmMsS..........ueeviee i 9
2.3 Acknowledgment-triggered reporting (QTM)........coocvieeiiiiieenniieeeee, 9
2.4 Filtering of @larms..........ooiiiiii e 10
25 ANAIYZING AlAIMNIS .. 11
Manual @alarm hidiNg .....ooooeei e 12
3.1 CONFIGUIALION ..o 12
3.2 Configuration in OS FUNLIME ......coouiiiiiiiiiie e 13
3.3 Diagram of manual alarm hiding ...........cccccoo 14
Automatic Alarm HidiNg .....oooioiiiiiiiie e 15
4.1 LO70] 01110 107> 11 [ o IS PPNt 15
4.1.1 Configuration of the operating States ............uvvvvvviiiiiiieiieiiiiiireeeeeeeeees 16
4.1.2 Configuration des status block "STREP" ........uvvviveieiereriieiererererereeeennns 17
4.1.3 Configuration of the Block group ..., 21
41.4 Configuration of the hiding MatriX ...........cccocvveiniiien e, 23
4.1.5 CompiliNg the OS ....ooiiiiiii e 25
4.2 Behavior in OS FUNLIME ......eviiieiiiiiieee e 27
4.3 Principle of automatic alarm hiding ...........cccccceiniiiiiiniic e 33
Summary Of the fUNCLIONS ......uuiii e 34
Y o1 o 1= o Yo |1 G PSP 35
6.1 SErviCe and SUPPOIT ......evveeeiieeieieeeeieeeeeesesseeresereseserereeesrrerrrerererr———.. 35
6.2 Links and lItErature ............eeeieieiiiiiieeee e 36
6.3 Change documMEeNtatioN ..............veevieiieieriieieieieeeeeeeeerereeereeereeererareea——. 36

. V4.0, 11/2018 3



© Siemens AG 2018 All rights reserved

1 Introduction

1
1.1

1.2

Introduction

Overview

With the previous alarm suppression (Lock / Suppress) in SIMATIC PCS 7, the
alarms at the process tag are suppressed. This means that messages from a
process tag do not reach the alarm system of the PCS 7 OS and are not displayed
and archived on the OS.

With the Smart Alarm Hiding, alarms of a process tag can be filtered or hidden
depending on the plant state. A big advantage of this method is that the filtered and
hidden alarms are still processed and archived in the alarm system of the OS.

This allows a reduction of the reporting volume in process operation and better
handling for the system operator.

Principle of operation

This application explains how you can more effectively implement your alarm
management in PCS 7 V7.0 or higher using Smart Alarm Hiding.

Automatic alarm hiding is basically controlled by status blocks in the AS that hide
or show status-dependent alarms based on a hiding matrix.

Technological (messaging) blocks are assigned to a status block via the new
"block group” block property.

There are two ways of implementing smart alarm hiding:
e Manual hiding and displaying of alarms
e Automatic hiding and displaying of alarms

This application example shows you how you can use and configure both options
in your project.

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018 4
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1 Introduction

Figure 1-1 Overview "Operating principle of automatic alarm hiding"
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Hiding alarms manually
Manually hiding the alarms is characterized by the following features:
e The alarms are shown again after a defined period of time.
e Manually hidden alarms are acknowledged automatically.
e Manual alarm hiding applies to all clients of the relevant OS server.
e An operator message is triggered if alarms are hidden and shown manually.

Hiding alarms automatically

The goal is to hide alarms depending on specific process or system conditions to
display the relevant alarms.

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018
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1 Introduction

1.3 Components used

Component

Note

SIMATIC PCS 7 ES/OS IPC547G W7

For the PCS 7 V9.0 SP1 example project

SIMATIC PCS 7 V9.0 SP1

Part of SIMATIC PCS 7 ES/OS IPC547G
W7

APL library V9.0 SP1

Part of SIMATIC PCS 7 V9.0 SP1

Note If the hardware is different, observe the minimum requirements for installing the
software components. The minimum requirements can be found in the PCS 7

Readme under the following link:

https://support.industry.siemens.com/cs/ww/en/view/109750097.

This application example consists of the following components:

Component

Note

55699984 _Alarm_Hiding_DOC_PCS7V90SP1_en.pdf | This document

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018
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2 Basics

The following
section gives a short summary of the Alarm Management functions
already available in PCS 7 V6.1.

2.1 Important alarm indicators

e Alarm line in the overview area of the OS runtime
(Display of the highest priority alarm)
Figure 2-1 OS alarm display in the overview area
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e Preconfigured alarm views (e.g. new list, old list), freely definable alarm views
(WIinCC Alarm Control)

Figure 2-2 OS alarm display
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e Group displays in the overview areas and as part of the block icon

Figure 2-3 Group display in the block icon
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e Loop-in alarm with highlighting of the disturbed process tag
Figure 2-4 Highlighting in the block icon

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018 7



© Siemens AG 2018 All rights reserved

2 Basics

Smart Alarm Hiding
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Horn
Figure -2-5 Horn configuration in WinCCExplorer
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2.2 Suppression of alarms

There are two ways to suppress alarms:

e You can suppress these directly at the technological blocks via the MsgLock
inputs for inhibiting alarms of a block (depending on the program logic).

e You can suppress alarms of an individual process tagor part of the plant
hierarchy directly via the OS runtime.
Figure 2-6 Blocking of alarms specific to the area and process tag
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2.3 Acknowledgment-triggered reporting (QTM)

To reduce the message volume in the system, the PCS 7 alarm blocks ALARM_x
provide the process of acknowledgment-triggered reporting.

It is based on the fact that after generating a coming message (signal change from
0 to 1) for a signal, no further messages are generated for this signal until it has
been acknowledged on the OS.

Smart Alarm Hiding
Entry ID: 55699984, V4.0,
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2.4 Filtering of alarms

You can configurethe filtering of alarms within the alarm lists. The filter criteria are
message properties (date, time, message class, message text, etc.).

Figure 2-7 Filtering and sorting of alarms

=1, WinCC AlarmControl |E|
B PEEOEEE IR
7 SEALS| 57 Selections X
2
3 Mame Comment Created by Edited by Date create Mew...
4
5 04.647 679477354 Edit...
6 ]
7 06.648 679477349 Remave
8 1 .648 679477453
] ] Duplicate
10 8 |1 8 71
—1% Import...
13
14
15
16
17
18
19
20 L4 >
4 p— =
<
Ready Pending: 10 To acknowledge: 10 Hidden: 0 List: 10 @ 5:07:31 PM
The reason for changing the filter criteria online is the temporary focussing on a
certain property, e.g. time period or event, for fault analysis.
Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018 10
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2.5

Note

Analyzing alarms

The hit list allows you to display statistic calculations for archived messages in the

message window.

The following statistic calculations are available for messages:

e Frequency of a message number. The frequency is only increased when a
message with "Incoming" status is stored in the archive.

e The acumulated duration of an alarm number in seconds for the
"incoming/outgoing"(+/-) state, the "incoming/first acknowledgment"(+/*1) state,
or the "incoming/second acknowledgment"(+/*2) state.

e The average duration of a message number, in seconds, for the
"incoming/outgoing"(+/-) state, the "incoming/first acknowledgment"(+/*1) state,
or the "incoming/second acknowledgment”(+/*2) state.

Only the "Acknowledgment"

, "System Acknowledgment" and "Emergency

Acknowledgment" states are included in the statistics calculation of

acknowledgment times.

Figure 2-8 Hit-List
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Figure 2-9 Configuration of the hit list in the alarm control
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3 Manual alarm hiding

Manual alarm hiding allows you to temporarily hide pending alarms that are not
relevant to the current state of the system.

Note The manual hiding of alarms is OS server-oriented.

If an alarm is manually hidden on an OS client, this alarm is not visible on any
client that also accesses the associated server.

3.1 Configuration

Proceed as follows to configure the manual alarm hiding:

1. Open the WinCC Explorer.
2. Open the OS Project Editor.
3. Click the "Message Display" tab. The configuration dialog "Smart Alarm Hiding"
opens.
4. Activate the check box for the manual hiding of alarms in the PCS 7 message
lists (see Figure 3-1).
Figure 3-1 Configuration of the manual alarm hiding in the OS project editor
N\ 05 Project Editor ? x
ELayDut ] Message Configuration Message Display IE;?Area ] Runtime Window ] @ Basic Data ] Geneml ]
Message Filter Extended Message Line
(O No fitter (®) Half of the working area Detail._
(O Quarter of the working area
(O) Acknowledgeable messages in a separate list () User-defined
(O Acknowledgeable msgs on separate page (switch-sslectable)
Authorization Check: of Messages Without a Specified Area
The messages are assigned to the following area: Mo area ~
Standard alam list
Incoming alamm list w
Smart Alam Hiding Message Page Sorting
[ Button for hiding/showing manually O Latest message at the top
Time for hiding manually: @) Latest message at the bottom
|D | Days |D | Hours |3D | Minutes
Group Display Hierarchy Operator Messages
[ Create / update group displays [] Add block comment for operator messages
QK Cancel Apply
Note On the server, you can also set the length of time after which a manually hidden

alarm is displayed again.

Note Changing the hide times and displaying the manual hiding button are delta
loadable.

Smart Alarm Hiding

Entry ID: 55699984,
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3 Manual alarm hiding

3.2 Configuration in OS runtime

Proceed as follows to configure in OS runtime:

1. Activate OS runtime.

2. Open the configuration dialog of the WinCC alarm controls.

3. Under the "Toolbar" tab, select "Hide message" and "Unhide message".

Figure 3-2 Configuration of WinCC alarm control
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Shortcuts
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| <no access protection> | 3

Shortout key:
F1 |

Active
[separator

Alignment:

0-Top e
Background color:
7 [ show

4. In the views of the WIinCC alarm control "Message list", "Short-term archive

list" and "Long-term archive list" you can hide messages manually (light bulb

symbol).

Figure 3-3 Additional button for hiding alarms

1 WinCC AlarmControl ==
EEEFEEEE BEEIEEEE IR R ]

; KPI/CatProdu:trvr:v PV - ngh warning Imit viokted

3 —- PV - High alarm hmrw:kared

4 3 LIC Rea(tmf[: PV - High warning limit violated

5 45 |6 [LIC Reactor/C External error has ,Lum»d

;

8

9

Ready Pending: 5 To acknowledge: 5 Hidden: 0 List: 5 =] Y 8:29:01 AM

Note Alarms that can be manually hidden from the message list are automatically

acknowledged when hiding.

After the configured hide time has expired, they are displayed again.

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018
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3 Manual alarm hiding

5. Inthe "List of hidden messages" view, you can manually display hidden alarms
again.
Figure 3-4 Additional button for showing alarms

1, WinCC AlarmControl

EEETEE- O P EE L L TR T
[Date [Time [ Priorit Sou ~ [Event [Status Cumm [Loop i Type

1 |24/07/18 08:26:19.111 0O KPI| Time PV - High warning limit violated 2] @ ‘Warning High

2 Alarm Hioh

3 |2407/18 08:31:37.217 8 LIC N PV - High warning limit violated Warning High

5]

6|

i

8|

Ready Pending: 5 To acknowledge: 3 Hidden: 2 List: 3 5 G EE 8:33:31 AM
Note Alarms that you acknowledge by manually hiding appear in the old list after

displaying again if they did not come back.

3.3 Diagram of manual alarm hiding

Figure 3-5 Runtime Model
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Smart Alarm Hiding
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4 Automatic Alarm Hiding

4.1 Configuration

The following Figure 4-1 shows the main steps for the configuration of the
automatic alarm hiding.

Figure 4-1 The 5 configuration steps for smart alarm hiding

Step 1: Configuration of operating states

\ 4

Step 2: Configuration of status block

\ 4

- = = || Incl. ile CFC and
Step 3: Configuration of the block group dngwrﬁg;ndp;ﬁe AS an

\ 4

Step 4: Configuration of the hiding matrix

v —

Incl. Download OS and

Step 5: Compiling the OS - - -
P Ping restart OS

Smart Alarm Hiding
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4 Automatic Alarm Hiding

Configuration of the operating states

To configure the operating states, proceed as follows:
Open the component view of your project.

Under "Master Data Library > Shared Declarations", right-click on
"Enumerations" and select "Insert New Object > Enumeration".

Figure 4-2: Definition of the enumeration in the multiproject

41.1
Procedure
1.
2.
3.
4,
Note

UT_PolyReactor_MP (Plant View) -- D:\Projects\Polymerreactor\UT_PolyReactor\UT_P_MP

| Yersion | Dizplay name

[ Type

| Author

E@ UT_PolyReactor_MP Object name
UT_PalReactor_AS5
B UT_PolReactor_05
= Q UT_PalyReactor_Lib
ED Shared Declarations
B i
i-{z Uit U Cut Ctrl+X
{3 Equi @ Copy Ctrl+C
(Y Models - L
Process tag ty Paste Ctrl+V
Delete Del
Insert Mew Object >
Access Protection >
SIMATIC Route Control >
SIMATIC BATCH ¥
Rename F2
Object Properties... Alt+Return

Enumeration 2
@ 4

N

Assign the name "Operating State" to the enumeration.
Right-click on the generated "Operating State" enumeration and select "Insert

new object > Value".

Figure 4-3: Definition of the operating states in the multiproject

UT_PolyReactor_MP (Plant View) -- D:\Projects\Polymerreactor\UT_PolyReactor\UT_P_MP

E--@ UT_PalyFeactor_MP
UT_PolyReactor_&5
UT_PolyReactor_0S
=@ UT_PolyReactor_Lib
ED Shared Declarations
{51 Erumerations

{z=) Urits

@ Models

-- Process tag types

-§ [T
<_' ut
@ E quipment PmLJop)r

Object name | Dizplay name | Walue Type
Ctrl+X
Ctrl+C
Paste Ctrl+V
Delete Del
Insert New Object Value

Access Protection
SIMATIC Route Control
SIMATIC BATCH

Rename F2

Object Properties... Alt+Return

In this enumeration, you can define values from 1 to 32 for plant states.

The value "0" is the default for the system status "normal”. In this state, the
system is in normal operation and no alarms are hidden.

Smart Alarm Hiding
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5. Name the created value according to an operating state.
6. Repeat steps 4 and 5 until you have configured all the operating states.
Figure 4-4 Example of the operating states

UT_PolyReactor_MP (Plant View) -- D:\Projects\Polymerreactor\UT_PolyReactor\UT_P_MP

E@ UT_PalyReactor_MP Object name | Dizplay name Walue Tupe
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H @E i 3 Shutdown Shutdown 4 Walue
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o Uperating otate

. = tandby tandby alue

& A Standb Standb 5 vl
@ Equipment Properties 3 Emfergenc:y Emfergenc:y 7 Walue
@ Madels § Maintenance Maintenance g Walue

+] Process tag types |

7. Right-click on "Shared declarations" and select the "Shared Declarations >
Synchronize in Multiproject” command in the context menu.

Figure 4-5 Synchronizing the Shared Declaration in the Multiproject

UT_PolyReactor_MP (Plant View) -- D:\Projects\Polymerreactor\UT_PolyReactor\UT_P_MP
(=] UT_PolyReactor_MP Object name ‘ Type |
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- UT_PalyReactor_05 @ Urits Urits
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@Equlnmenl Properties  Equipment Properties
Ctrl+X
Ctrl+C
Ctrl+V
. Delete Del
=
(3] Insert Mew Object b
il
{2 Me
{2y Pre Access Protection >
Shared Declarations > Synchronize in Multiproject...
B 4
SIMATIC Route Control Dplepyii oz @
Validate ‘
SIMATIC BATCH
Logs...
Rename F2
Object Properties... Alt+Return
H H 1 H H " H n o
Note In multiprojects consisting of several sub-projects, the "Enumerations” in the

Shared Declarations are created in the master data library and then
synchronized in the multiproject.

4.1.2 Configuration des status block "STRep"

This technological module is used to convert Boolean input signals into the
corresponding system status.

Procedure
To configure the "STRep", proceed as follows:
1. Open a CFC chart of a corresponding sub-system

Smart Alarm Hiding
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2. Insert the block "STRep" from the library "PCS 7 AP Library V90" and group

"Maint".

Figure 4-6 Insert STRep block in the CFC chart

D& & mBEE = G din

3 CFC - [SmartAlarmHiding -- UT_PolyReactor_AS\Reactor\PolyReactor]
B Chart Edit Inset CPU Debug View Options Window Help

¥

[B=8 HoR E=5

2 BOhdea|asmie

-8 x

~{/%) Mew Chart ~
New Text L

=-4if] APG_ve0

-4l CFC Library [current CFC library] o

-4l Industry Lib PCS 7V30

(-4l Industry Lib 57 V80 L

- fiff LogicMatrix

=4l PCS 7 AP Library V30 4

Blocks+ Templates\Blocks

@ Channel L
@ CLK FUNC
@ COM_FUNC o
@® Comm
@ Control L
@ Convert
& Count H
- @ DB_FUNCT
- @ Dosage |
- DP
-4 Drives H
@ Genrator
@ [EC L
@ Interlck
@ LogicAn o
@ LogicDi
=@ Maint L

{4 AssetM [FB1840: Monitoring asset of 3 |

L& MuxMST [FB1261: Multiplexer for maint

I; - STRep [FB1201: State Representation Blc I

[}
< >

{F Blocks | B charts | S Templ..  fiff Libra... 0

[ Find initial letter

Lz

Press F1 for help.

ET\.Y4 K|

FlantState
STRep
State Re

0B3s|

Statef
Stated

Stateld

Statel MPSR|—
State2 QSTATE [—
Stated
Stated
States
Stated
State?

v
v

A/Sheet 1 0B35 SmartAlamHiding Smarts

Note The "STRep" block has 32 Boolean inputs "StateX". These inputs correspond to
the values of the enumerations that you configured in the first configuration step.

Figure 4-7 Attribute "STRep " block

S7_m_c = true
S7_state_rep = true

S7_m_c = true
S7_enum = Operating State

S7_block_group = <block group nhame>

State 1 O0——
State 2 0——
State 30—
State 4 O——
State 5 O—'

State 32 O——

" STRep block

BOOL
BOOL
BOOL
BOOL
BOOL

BOOL

BOOL

—0 QSTATE

— 0 QERR

The output "QState" is linked to the values of the enumeration "Operating State"

by the attribute "S7_enum = Operating State". In this way, the assignment and
processing of the values / states configured in "Operating State" to the inputs of

the "STRep" block is created.

If no signal is present at any input of the "STRep" block, the system is in the
"Normal" state and the "QSTATE" output is 0. In this case, no messages are

triggered.

If two inputs have the same status as "1" at the same time, the parameter

"QERR" is set to "1" and "QSTATE" is set to "0" because a system cannot be in

two different states at the same time.

Smart Alarm Hiding
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3.

4,

Note If,

Double click on the "QSTATE" output and assign the respective enumeration
"Operating State"

Figure 4-8 Assignment of the enumeration "Operating State" to "QSTATE"

Properties - Input/Qutput x
Block: STRep.PlantState
1A0: QSTATE - OUT[IMT] I
[ Invisible
Walue:
[ watched
E numeration; |D|:uerating State ﬂ
LComment; |F'ru:u:ess State 3z integer 0. 32
Archive: |N|:| archiving j

Operator authorization level |0 05 additional text: |

Force Process object view
[ [ Paramneter

[ [ Signal

Force value: J

[ MES-relevarnt

Cancel Help

Interconnect the block inputs according to the plant states

for example, the value 3 corresponds to the system status "Startup”, this

corresponds to the input "State3" at the "STRep" block. If the value "1" is applied
to the input "State3", this status corresponds to the system status "Startup”,
which is output at the output "QState" of the "STRep" block.

5.

Smart Alarm Hiding

Entry ID: 55699984,

Right-click on the "STRep" block and select "Object Properties" in the context
menu.
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6. Define a block group in the properties dialog of the "STRep" block.

Figure 4-9 Assignment of the "STRep" block to the corresponding block group

General ||,-'05 ]
Type:
MName:

Comment:

Inputs:

Intemal identifier:
Instance DB:
Name (header):
Family:

Author:

Properties - Block -- SmartAlarmHiding\PlantState

STRep

|Plart State

Block group: PLANT

State Representation Block (Alam Hiding)

33
FB1801
DB79
STRep
Mairt

AdvLibS0

To be inserted in OB tasks:
v COB100 [Wam restart]

[ QCM possible

I G

[+ Create block icon:

[~ MES+elevart

Special properties

[+ Beadback enabled

oK Prnt Cancel | Heb |
Note In the next step, you will define the technological area which the "StateRep"

block forwards the operating state to this group.

This means that a block "STRep" is permanently assigned to a block group. This

makes it possible to hide block group granular alarms for certain operating

states.

Smart Alarm Hiding
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4.1.3 Configuration of the block group

A technological area consists of several technological building blocks that can
generate alarms. In order to hide alarms for sub-systems, you must group all the
technological components of a sub-system into a block group. This allows you to
hide all alarms generated by blocks of the same block group for specific plant

states.

There are 2 ways to assign technological blocks to a block group:

Procedure: Option 1

1. Open the CFC chart containing a reportable block.
2. Right-click on the message-enabled block and select "Object Properties" in the

context menu.

3. Inthe "Properties" dialog, define the "Block group” attribute

Figure 4-10 Definition of the block group

Properties - Block -- LIC_Reactor\C

Block group: PLANT

General l /08 ]
Type: PIDCanL
MName: |3
Comment: Continuous PID controller - large
Inputs: 185
Intemal identifier: FB1874
Instance DB: DB575
Name (header): PIDCanL
Family: Cantrol
Authar: Advlib30

To be inserted in OB tasks:
v COB100 Wam restart]

[v QCM possible

OCM...

[+ Create block icon:

[~ MES+elevart

Special properties

Messages. ..

[+ Beadback enabled

Technol. assignments...

Pririt

Cancel |

Help |

Note The "Block Group" attribute is an ES (CFC) attribute. When migrating your own
block libraries to PCS 7 V7.0, they are automatically adopted for the

technological blocks of this library.
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Note The block group attribute is also available in the import-export wizard.
Figure 4-11 Block group attribute for import / export file
Create File Template *
General l Parameters ] Signals ] Messages ]
Columns for the general and chart column group
[~ PH comment (PHComment)
™ PH author (PHAuthor)
v Assigned CPU {CPL)
[ Function idertifier (FID)
™ Location identifier (LIDY
I ({ChName})
v Chart commert (ChComment)
[ Chart author (ChAuthor)
I~ Sampling time ({ChCycle)
™ Block name (BlockName)
|v Block comment (BlockComment)
™ Block icon (Blocklcon)
P} (BlockGroup)
et | _ oo |
Figure 4-12 Block group attribute in the IEA editor
Q‘B IEA File Editor: Editing IEA Files - [Valve2Way00.EA] - [m] x
Q-s File Edit View Window Help - 8 %
DiS|e|S) & |B@| o|-| & l4[AlL% 5 4= Sl
1 Froject Horarchy - ChName [ chComment | Symbol Name]| ConComment] BlockComment_| BlockGroup] Value |
2 Chart FEPD FB
3 Pri HY AS [*] Sl
4 UT_PolyReactor AS | Process tags'. | 57 Program(1) | YC_Irflow1 Valve 2 Way |feedback PO | Input value Digital input driver | PLANT 0
5 UT_PolyReactor_AS | Processtags | 57 Program({1) | YC_lIrflow2 Valve 2 Way |feedback PO | Input value Digtal input driver | PLANT 0
6 UT_PolyReactor_AS | Processtags | S7 Program{1) | YC_Inflow3 Valve 2Way |feedback PO | Input value Digital input driver | PLANT 0
7 UT_PolyReactor AS | Processtags'. | S7 Program(1) | YC_InBypass1 Valve 2 Way |feedback PO | Input value Digital input driver | PLANT 0
8 UT_PolyReactor_AS | Processtagsh | S7 Program{1) | YC_InBypass2 | Valve 2 Way |feedback PO | Input value Digital input driver | PLANT 0
] UT_PolyReactor_AS | Processtags' | 57 Program(1) | YC_Outflow Valve 2 Way |feedback PO | Input value Digital input driver | PLAMT 0
10 UT_PolyReactor AS | Processtags'. | 57 Program(1) | YC_Outflow2 Valve 2 Way |feedback PO | Input value Digital input driver | PLAMT 0
1 UT_PolyReactor_AS | Processtagsh |57 Program(1) | YC_Cutflow3 Valve 2 Way |feedback PO | Input value Digital input driver | PLANT 0
12 UT_PolyReactor AS | Processtags' | 57 Program(1) | YC_OutBypassl1 |Valve 2 Way |feedback PO | Input value Digital input driver | PLAMT 0
13 UT_PolyReactor_AS | Processtagsh | 57 Program(1) | YC _OwtBypass? | Valve 2 Way |feedback PO | Input value Digital input driver | PLANT 0
< >
Press F1 for help MUK
4. Compile the CFC charts and download the AS.
Note AS change compilations and change loading is possible
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Procedure: Option 2

1. Open the process object view of your project.

2. Assign the respective block group to the corresponding technological blocks.
Figure 4-13 Definition of the block group in the process object view

UT_PolyReactor_MP (Process Object View) - D:\Projects\Polymerreactor\UT_PolyReactor\UT_P_MP

Lo [ & ]

{28l UT_PolyRieactor_HF
=3P UT_Polyfieactor AS
-] Shared Declarations
=1- (g 01_Overview

OEEE

_FolyReactor_05
_FolyRteactor_Lib

Generd | Charts o Blocks | Parameters | Signals | Messages | Ficture obiects | Archive tags | Hierarchy foder | Equipment properties | Shared declarcions |

Fiter by column Display: Fiter general
[« o fiter > = [
Hierarchy | Chart Chart com... | Block Block com... | Create bioc. .| Blockicon | OCM passible| Readback = .
1 Reactor"P _ | NS_Stiming_| Single Spe. | BypassAct | Logical OR. ™ O ] :J
2 |Reactor\P... | NS_Stiring...| Single Spe... | CSF Logical OR. [ O =
3 |Reactor\P... | NS_Stiring...| Single Spe... | CSF_in Logical OR. o O o]
% |Reactor\P... |NS_Stiming...| Single Spe__ | CSF_out | Logical OR [l O =]
5 |Reactor'... | N5 _Stming._ | Single Spe. | Fbk Toedbadk on [ O & f[FoanT
€ |ReactoP.. | NS_Stining...| Single Spe. . | Infiock ntefock wi_|  [] & & f[FeanT
7 | Reactor\P... | NS_Stiring...| Single Spe... | Limt Limiter o] O & [Pt
8 |Reactor\P... | NS_Stming...| Single Spe... | Lowactfbk | Lowactive vl O ]
5 |FeaciorP... | N5_Stming .| Single 5pe... | Dashet Togical GR [ O =]
10 |Reactor\P__ | NS_Stiming | Single Spe. | OosAct_in | Logical OR. ™ O ]
11| Reactor'\P... | NS_Stining. .| Single Spe... | OosAct out | Logical OR. [ O =
12| Reactor\P... | NS_Stiting...| Single Spe... | Pemit Inteock wi..| [ [ & [Pt
13| Reactor'P... | NS_Stiming...| Sindle Spe... | @ Courter of [l [l & [Pt
T4 | Feactor'P_ | NS_Siming .| Single Spe.__| U Votor Large|_[v] =] & f[FoaT
15| Reactor'F... | Sim_Temp. Gain_Serv... | Mufipherwi..| [¥] O o]
16| Reactor'P.. | Sim_Temp. Lag_Serv... | Lagfunction o O & f[Peant
17| Reactor\P... | FIC_SevM._|Cortroler | C Continuous: vl [ & [Pt
T8 | FsactorP_. | FIC_ServM._|Cortroller | COF Togical GR [ O =]
19 Reactor\P_. | FIC_ServM... | Cortroller HMI APG Conn [v] [+ [v] PLANT
20 |Reactor\P... | FIC_ServM...|Controller | HMI_2 APG Conn.. [ 5| & [Pt
21 |Reactor\P... | FIC_SevM...| Cortroller | IF_SFC SFC Interfa. o O o]
72| Reactor\P... | FIC_SevM.._| Cortroller | Intlock Interock wi O [l & [Pt
73 |ReactorP... | FIC_SevM__| Cortroler | MV Forn | Logical OR [ O =]
24 |Reactor'P... | FIC_SevM...|Corfroller | MV_Forced | Selectone .| [¥] O & [Pt
25 | Reactor'\P.. |FIC_SevM...|Controler | ManModLi | Logical OR. [ O = | -
76| Reactor\P... |FIC_SevM...| Cortroller | ManModOpLi| Logical OR vl O ]
77| ReactorP. | FIC_SewM__| Coriroler | Modlip__| Logical GR [ O I || |
[« L

3. Compile the CFC charts and download the AS.

Note

4.1.4

Configuration of the hiding matrix

AS change compilations and change loading is possible

In the process object view, you can define which messages of a block group are to
be hidden in which system status.

Requirement

Chapters 4.1.1, 4.1.2 and 4.1.3 must be successfully gone through to configure the

alarm hiding matrix in the process object view.

Procedure

To configure the hiding matrix, proceed as follows:

1.

2.
3.
4

Smart Alarm Hiding

Entry ID: 55699984,

Open the process object view of your project.

Open the "Messages" tab

Activate the filter "Filter by column" and filter by "Block group”

Enter the name of the respective block group under "Display"
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Note

Figure 4-14 Filter by block group in the process object view

2 SIMATIC Manager - [UT_PolyReactor_MP (Pr Object View) -- D:\Proj _Polyi _P_MP] (== =<
File Edit Inset PLC View Qptions Window Help NER
0w |8 By <No Fiter > 22 G mE MK
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1 1\ @ || AI O [m] [m] [m] m] O [PLANT  [Merl CFC :‘
2 e zau| O O 0 O O O [PANT  [Wetl CFC
3 &2 tl 0 0 ] O O [} 0 PLANT FiotL CFC
) o7} 0 0 ] O O O O O FLANT ot CFC
5 o2] , | O ] ] ] [} O PLANT [ CFC
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7 ] || | O ] O O O 0 PLANT MotL CFC
8 2] a a ] a m| m| [m] ] PLANT MotL CFC
J 2] 0 0 O ] ] ] ] O PLANT PIDConl | CFC
0 o] tl 0 0 ] O O [} 0 PLANT PIDConl | CFC
il ] | | O [m] [m] [m] O O FLANT FIDConL | CFC
12 o2] 4] & 0 ] O ] ] O PLANT PIDConl | CFC
3 = ] O m] m] m] m] O  [PLANT  [PiDConl |CFC
4 o2] ] & 0 ] O ] ] O PLANT PIDConl | CFC
5 o] ] ] 0 m] m] m] m] O  [PLANT  [PiDConl |CFC
1 ] = = | 0 ] O O 0 PLANT PIDConl | CFC
i 2] a a ] a m| m| [m] ] PLANT PIDConl | CFC
5] 2] 0 0 O ] ] ] ] O PLANT PIDConl | CFC
15 o] tl 0 0 ] O O [} 0 PLANT PIDConl | CFC
Z0 9] U U O ] ] ] O O PLANT PIDConL | CFC
2 o2] , | O ] ] ] [} O PLANT PIDConl | CFC
z o] ] ] 0 m] m] m] m] O  [PLANT  [PiDConl |CFC
£ 2] a 0 O ] ] ] O O PLANT PIDConl | CFC
2 & o] O O O O O m| PLANT FIDConl | CFC
5 =] [m] ] O O O O O O PLANT HMipConn | CFC
% “ O a O O 0 [} 0 00 [PLANT HMipConn | CFC
27 =] [m] ] O O O ] ] O PLANT AMipConn | CFC
2l 2 a a O O O [} O O  [PLANT HMipConn | CFC H
IRt D
Press F1 to get Help. PCinternallocal. Selected: 0/0

5. Configure the hiding matrix for the selected block group
Figure 4-15 Message matrix in the process object view

UT_PolyReactor_MP (Process Object View) -- D:\Projects\Polymerreactor\UT_PolyReactort UT_P_MP
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6. After completing all configuration steps in the ES, you compile and load the
AS.

7. Compile and download the OS.

Changing the "Hidingmask" of an existing block is delta loadable. If a new
message-capable block with a configured "Hidingmask" is added, the alarm

hiding functionality is not active for this user after a change download of the OS

server. To enable this functionality, the OS server must be reactivated.

If the block group assignment for activating the alarm hiding functionality

changes, the OS server must be reactivated after the downloading the changes.

Smart Alarm Hiding
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4.1.5 Compiling the OS

Based on the "message matrix" from the process object view, when you compile
the OS in alarm logging, a corresponding hide screen will be automatically
generated as an additional attribute for the alarms to be generated. This is used
later in OS runtime to hide the corresponding alarms in the alarm lists.

Figure 4-16 Hide screen OS alarm logging

A Alarm logging - WinCC Configuration Studio - [m] X
File Edit View Tools Help
Alarm logging « || =1 Messages [AS Messages ] [Find ol «
£ Messages Number Extended associated value data |He!lf [Hide mask [{=ormat pLL Loop In Alarm |Function name Function parameters Al = |
4 Alarm 95 |671088846 [} B IRMS7PMC.NLL LoopInAlarm QI_C2fraction/HMI _E
4 Warning 96 671088847 ry 2 IRMS7PMC.NLL LoopInAlarm QI_C2fraction/HMI_2 g
e Tolerance LY 2:3:4 IRMS7PMC.NLL LoopInAlarm QI_Cfraction/I s
g PLC process control messages ry 2 IRMS7PMC.NLL LoopInAlarm QI C2fraction/I “
[N B IRMS7PMC.NLL LoopInAlarm QI_Cafraction/HMI
% S,:;:;i:;::‘:l:‘r::m e cf = IRMS7PMC.NLL LoopInAlarm QI_CAfraction/HMI_2
£ Process message class [ 234 JRMS7PMCHLL LoopInAlarm QI Cafraction/T
rf 2 IRMS7PMC.NLL LoopInAlarm QI_Céfraction/I
£ Operational message class
[N B IRMS7PMC.NLL LoopInAlarm QI_Density/HMI
£ Operator request class
cf = IRMS7PMC.NLL LoopInAlarm QI_Density/HMI_2
£ Operator message class rf 2345 fuRvszPmMC L LoopInAlarm QI Density/1
fa Status Message rf 2 IRMS7PMC.NLL LoopInAlarm QI_Density/1
Cga System, requires acknowledgment [§ B IRMS7PMC.NLL LoopInAlarm QI_H2fraction/HMI
L System, does not require acknowledgment il = IRMS7PMC.NLL LoopInAlarm QI_Hzfraction/HMI_2
é Message blocks il 234 IRMS7PMC.NLL LoopInAlarm QI_H2fraction/T
{2 Message groups £f 2 IRMS7PMC.NLL LoopInAlarm QI_Hafraction/
EL System messages [N B IRMS7PMC.NLL LoopInAlarm QL MFI/HMI
£ Limit menitering cf = IRMS7PMC.NLL LoopInAlarm QLMFYHMI_2
3 AS Messages [ 234 JuRMS7PMCHLL LoopInAlarm QLMFI/T
ry 2 IRMS7PMC,NLL LoopInAlarm QLMFYI
[y 234 IRMS7PMC.NLL LoopInAlarm XC_Polymer/QL 1
[f 234 JuRMS7PMCHLL LoopInAlarm XC_Polymer/QL_1
[ 234 JIRMS7PMCHLL LoopInAlarm XC_Polymer/MPC_CPM_1
Cf 234 IRMS7PMC.NLL LoopInAlarm XC_Polymer/QL 2
[y 234 IRMS7PMC.NLL LoopInAlarm XC_Polymer/QL 2
[f 234 JuRMS7PMCHLL LoopInAlarm XC_Polymer/MPC_CPM_2
i — [ 234 JIRMS7PMCHLL LoopInAlarm XC_Polymer/MPC_CPM_3
[ 234 JuRMS7PMCHLL LoopInAlarm XC_Polymer/QL_3
@ Alarm logging [y 234 IRMS7PMC.NLL LoopInAlarm XC_Polymer/QIL_3
[f 234 JuRMS7PMCHLL LoopInAlarm XC_Polymer/QL_4
Tag Logging [l 234 JurRmszemchLL LoopInAlarm XC_Polymer/QL4
i 8 [f 234 JRMS7PMCHLL LoopInAlarm XC_Polymer/MPC_CPM 4 | v
|| 4 v v Messages ¢ Textlists < >
Ready | NUM | English (United States) Table: 959 Messages | 100% (=) Iy]

Furthermore, the corresponding block group is automatically entered as an
attribute for each message and a user-specific alarm group is generated for each
block group. This contains all the alarms of the blocks in a block group. The
properties of the alarm group contain the status tag of the "STRep" block.

Figure 4-17 Integration of block groups, user-defined message classes and message class

4 Alarm logging - WinCC Configuration Studio - O X
File Edit View Tools Help
Alarm legging « || Message groups [ PLANT] \Fmd P v| [Z Properties - Message Group »
£ Messages Name Source Layer |Statustag |+ || B|Selection
L Alsrm 1 [PLANT 1 Object type Message Group
Ed Warning 2 Object name PLANT
& Tolerance 3 B|General
I PLC process control messages 4 e AT
P 9 5 Message Groups (ID) 307
Lk OS process control system messages oS
Ca Preventive maintenance ; Layer 1
e Process message class Author 9090
gl Operational message class 2 B|Tags
Cd Operator request class 10 Status tag
g Operator message class i Status bit 0
T4 Status Message Lock tag
Z Lock bit 0
Lk System, requires acknowledgment 13
Acknowledgment tag
& System, does not require acknowledgment || 14 Ad BAlc
=] Message blocks 15 Hide tag [smartalrmHiding/PlantState.QSTATE
= Message groups o
[ Reactor 17
=] PLANT 18
B System messages 19
] Limit menitoring 20
£hl ASMessages 21
2
23
24
25
..... 26
Tag Management 27
28
[ Atarm ogging 29
(It = Specifies the hide tag for the message group o which the
single for the hiding of
L1182 ~ || conform. In the properties of the single message, you
W 4 » ¥| Message groups . Messages ~ | < > specify the hexadecimal value for hiding the single
Ready | NUM | English (United States) | Table: 1 Message Group | 100% (=) v
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For each "STRep" block, a tag "QState" is created in the WinCC tag management
during compilation. The value corresponds to the current system status. (Fig. 3-
17)). In addition, there are internal tags of the text reference type, which contain the
corresponding configured system status in plain text (Figure 3-18).

Figure 4-18 Tag "QSTATE" in the OS tag management
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4 Automatic Alarm Hiding

4.2

Behavior in OS runtime

Alarm hiding in OS runtime

The following figures show the behavior of alarm hiding in OS runtime. In normal
operation, the alarms can be seen in the group displays of the overview area, in
the message line of the overview area, as well as in the "incoming alarm list"
(Figure 4-20).

Figure 4-20 Incoming list in plant state "normal”
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The " hidden list" is accordingly empty, as shown in Figure 4-21.
Figure 4-21 Hidden list in the plant state "normal”
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In the plant state "Startup"”, the messages of the plant area "PLANT" for too low a
pressure as well as the alarm and warning messages of the KPIs are hidden
according to the configuration. Only the non-hidden messages that the tank level
exceeds the warning and alarm limits are displayed in the new list.

Figure 4-22 New list in plant state "Startup”
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4 Automatic Alarm Hiding

Note

The messages for exceeds the low warning and alarm limits for pressure and KPIs
are also not displayed in the overview screen. Only the unsuppressed messages
that the tank is full are displayed.

Figure 4-23 Overview figure in the "Startup" plant state
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The messages for exceeds the low warning and alarm limits in the tank are filtered
and moved to the "List of hidden messages" as shown in Figure 4-24.

Figure 4-24 List of hidden messages in the plant state "Startup”
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In the other plant area, no alarms are hidden by the "Startup". These will continue
to be contained in the message line of the overview area and the incoming list

Alarms that are automatically hidden will be acknowledged and reappear in the
old list after re-appearing if they did not come back.
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Runtime diagram for automatic alarm hiding

The runtime model represents the alarm behavior and the display of alarms in
process mode with activated and deactivated alarm hiding.

| 00000000000
Alarm hiding active | | | |_

Alarm in control server (AS)

Alarm in alarm server (OS)

Alarm in alarm views

Activate alarm hiding e T S S

Activate alarm (coming) -+ e R e

Deactivate alarm (going) -

Deactivate alarm hiding =~ --------reeemmeeeeees SR S— sereenneeneeeses

Range 1-5 shows that when alarm hiding is activated, the messages generated in
the AS are processed in the OS alarm server and thus archived as well. However,
they are not displayed in the alarm views and in the process pictures.

There is an alarm in the range 4-6. At point 5, the alarm hiding is deactivated and
the pending alarm is immediately displayed in the message views and the process
pictures.

Alarm hiding is deactivated in the range 5-8. Pending alarms are displayed in the
alarm views and process pictures.

Alarm hiding is re-activated in the range 8-12. The alarm still pending at point 8
remains pending in the OS alarm server, but is immediately hidden from the alarm
views and process picture.
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List of messages to be hidden

The newly added alarm display " hidden list" lists all messages that are to be
hidden in the currently pending system status.

The "hidden list" can be called up via a button in the toolbar.
Figure 4-26 List of messages to be hidden
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Furthermore, in the alarm control, the button for displaying the "hidden list" can be
activated as shown in the following figure. This list contains all alarms that are
hidden for the corresponding system status.

Figure 4-27 Configuring the "List of messages to be hidden"
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Alarm view in the faceplate

Automatically hidden alarms are displayed in the alarm list of the associated
faceplate. These receive the status "Hidden System" as shown in Figure 4-28.

Thus, it can be recognized whether alarms are pending for a process tag, even
with automatically hidden alarms.

Figure 4-28 Alarm view of a faceplate with active alarm hiding
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Manually hidden alarms are not displayed in the alarm list of the faceplate.

By clicking on the "Display option dialog", button you can select which messages
should be displayed. You can choose from the following options:

Display option Messages displayed

"All" All active messages of the block are displayed regardless of the
status of the automatic alarm hiding.

"Only shown" All active messages of the block are displayed, which are not
suppressed by automatic alarm hiding

"Only hidden" All active messages of the block are displayed, which are
suppressed by automatic alarm hiding.

By default, all messages of the block are displayed.

A PIC_Reactor/C (3w
Contlnuous PID comrol\er Iarge @ = 1Y 1 Ll

e mﬁ @mg5g| 2D

\Date |T|me )s |Status |E\fem |Batch name

1 02/05/18 12:13:09.369 \jmng C hidden - System PV - Low waming limit violated
P 02/08/18 | 12:13:09.369 I C hidden - System|PV - Low alarm limit violated ]
3
4| Display Options *
5
[ Show messages:
T (®) 0 - All messages
8 | (O 1-0nly displayed messages
30— (0) 2 - Only hidden messages
11 ]
2 Cance
13
14|
15
< »
Ready Pending: 12 To acknowledge: 11 Hidden: 8 List: 2 @

Smart Alarm Hiding
Entry ID: 55699984, V4.0, 11/2018 31



4 Automatic Alarm Hiding

Status of hidden alarms

In addition to the usual message statuses, such as "arrived" or "gone", the status of
"shown" or "hidden" is displayed in the list of hidden messages and the history list.
If a message changes its status from "Shown" to "Hidden", it is registered in the
journal list and the control panel list.

Figure 4-29 Message status Show / Hide in the journal list
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Figure 4-30 Message status Show / Hide in the list of messages to be hidden
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4.3 Principle of automatic alarm hiding

Figure 4-31 Representation of the principle of automatic alarm hiding
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5 Summary of the functions

5 Summary of the functions

The behavior of Smart Alarm Hiding in process mode is implemented as follows:

Smart Alarm Hiding

Entry ID: 55699984,

The messages are hidden in the alarm lists: Incoming list, acknowledged list,
outgoing list and the one line (except for the journal list, process control list and
operation list) and group displays.

In process mode, you can hide alarms in the following lists manually:
- Incoming list

- Outgoing list

- Acknowledged list

Currently pending hidden messages are displayed in the "Hidden list" (with the
exception of: outgoing messages).

The "Hidden list" list displays all messages that will be hidden when they arrive.

Hidden messages can be returned to the incoming list or the acknowledged list
via the "hidden list".

Hidden messages are archived.
With redundant operator stations, the message archive is synchronized.

If messages are hidden, acoustic signaling (horn) is suppressed or
acknowledged.

The status of hidden messages is not displayed in the group displays of the
process pictures and faceplates.

When a message is hidden or displayed, a message with the status "Hide" or
"Display" is sent.

Manually hidden alarms are displayed again after a defined time.
Manually hidden alarms are acknowledged automatically.
Manual alarm hiding is OS server-oriented.

When messages are manually hidden or displayed by the operator, an
operator message is sent

Depending on the block group and plant status, the automatic alarm hiding
messages are hidden.

If the plant status changes during automatic alarm hiding, the messages that
are no longer suppressed are displayed.

Automatically hidden alarms are acknowledged automatically.
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6 Appendix

6
6.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com

Technical Support

SITRAIN =

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their

locations and dates, refer to our web page:
Www.Siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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6.2 Links and literature

Table 6-1 Links and literature

No.

Topic

\1\

Siemens Industry Online Support
https://support.industry.siemens.com

\2\

Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/55699984

\3\

Alarm Systems — A Guide to Design, Management and Procurement”, EEMUA,
1999

\4\

"NA 102 — Alarm Management”, NAMUR, Version 15.21.2005

\5\

"Institutionalizing Alarm Management”, Matrikon Inc., 01.2004

\6\

"Alarm Management White Paper", Matrikon Inc., D.Shook, 2008

\7\

"Alarm Management", EXIDA, 2006

6.3 Change documentation

Table 6-2 Change documentation

Version

Date

Modifications

V1.0

01/2007

First edition on the DVD PCS 7 V7.0

V2.0

11/2009

Layout adaptation for publishing in the Service & Support
Portal under "Applications & Tools" (see link in Table 6-1)

V3.0

11/2011

Revised, example project replaced (basis example project
"color_gs"; standard path: ,C:\Program
Files\SIEMENS\STEP7\EXAMPLES_MP\")

V3.1

12/2011

Corrections in the context of the translation into the english
language

V4.0

11/2018

Update for PCS 7 V9.0 SP1
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